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Cnocib reHepyBaHHS Ta NepeBipsHHA LMPOBOro NignMcy y BUrMSAi €NeKTPOHHOMO 3 BUKOPUCTaHHAM
PEKYPEHTHUX MNOCMIJOBHOCTEN, HAkMM 3abesnedye 3MeHLWeHHs o64YMcnoBanbHOI  CKNagHOCTI
npouenypn OpPMyBaHHSA MIANUCY i NONSrae B TOMY, WO B HbOMY BUKOPUCTOBYHOTHCA OBYMCHEHHS
erleMeHTIB peKypeHTHMUX NocnifoBHOCTEN 3 NEBHUM iHOEKCOM Ha OCHOBI y3aranbHEHUX PeKypeHTHUX
3anexHocTen 3 KoedilieHTamy, Wo NoB'A3aHi 3 NoYaTKOBUMM eneMeHTaMu NocnigoBHOCTEN, B SKUX
KOedILIEHTN PEKYPEHTHUX 3anexHOoCTen, NovaTKoBi ernemMeHTU Ta erneMeHTU MOoCniJOBHOCTEN, Lo
MOPOKYIOTECA LMW 3aNeXHOCTAMU, MOXYTb OyTn Oyab-akumu Linumu yncnamm 6e3 4oaaTkoBUX
YMOB Ta OOMeXeHb.
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KopucHa Mopene HanexuTb [0 TexHikM KpuntorpadiyHoro 3axucty iHdopmauii i Moxe
BMKOPUCTOBYBATUCA B CUCTEMAxX 3axuCTy iHGopmaLii, KOMM'IOTEpHUX Mepexax, O6aHKiBCbKuMX Ta
€NEKTPOHHMUX NMAaTDKHUX CcucTeMax, CUCTEMax CTifIbHUKOBOrO 3B'A3Ky Ta iHWWX iHdOopMauinHO-
obuncrnioBanbHUX | TENEKOMYHiKaLiiHMX cucTemax.

Bigomnii crocib umndpoBoro nignvMcyBaHHs, Wo 6a3yeTbCs HAa BUKOPUCTAHHI onepadii nigHeceHHs
0O cTeneHsi Benuknx dmncen 3a moayrnem [T. ElIGamal, "A Public-Key Cryptosystcm and a Signature
Scheme Based on Discrete Logarithms", Advances in Cryptology: Proceedings of CRYPTO 84,
Springer Verlag, 1985, pp. 1-18.]

CyTb cnocoby nonsrae B TOMy, WO Ha nonepeaHbOMy eTtani UeHTp Aosipy abo BignpaBHUK
(nignucaHT) BMbupae i BigKpMTO NyGnikye nNpocTe 4ucno p Ta uine 4ymcno g, 1<g<p- MoTim BiH

BUOMpae BUMAAKOBE YMCIO a, l<a<p-—2, AK CEKPETHWI Koy Ta obumcnioe y =g mod p -
BIOKPUTUIA  KINtOY, SKUA MepefaeTbCs oAaepXyBady (nepeBipsanbHuUKy). [licns uboro npoToKon
uncpoBOro NiANMCyBaHHA peani3yeTbCs TakUM YMHOM.

Ha etani dopmyBaHHSA nignucy nignucaHt Bubupae BUNAAKOBE YMCNO K, 1<k<p-2 |

HOO (k,p—1)=1 Ta obYMCHIOE 1 = gk mod p (Ui 06uncneHHss MOXyTb ByTV BMKOHaHI i nonepeaHbo).

MoTim BiH 064uMcHtoe s:k_l(h(M)—a-r)mod (p—l), e h - QYHKUiA XelwyBaHHA, i Haacunae
NoBiAOMMNEHHS |\ 3 Mianucom (r,s) ofepxyBsauy.

Ha etani nepeBipku nignucy nepesipsnbHUK CnovaTky nepesipsie Ym Q<r<p T8 0<s<p-1 |,
AKLO Xo4a 6 ogHa ymoBa He BMKOHYETbCS, TO MiANUC BigKMAAETbCA. A NOTiM, AKWOo obuagsi Ui yMOBM
BUKOHYIOTbCS, MiANMC MPUAMAETbCA TOA4i | JiMwe  ToAi, KOMU  BUKOHYETbLCA  PIBHAHHSA
g"™ modp=y rSmod p.-

CrivikicTb cnocoby 6a3yeTbCs Ha CKNagHOCTI BUPILLEHHS 3adadi QUCKPETHOro norapugmyBaHHs.

OOuucntoBanbHa cknagHicTb crnocoby B OCHOBHOMY BW3HAYaeTbCA CKIMAAHICTIO BUKOHAHHS

onepauin nigHECeHHs OO0 CTeneHs BeNUKoro 4mcna 3a moaynem. Bcboro 3rigHo 3 cnocobom
HeoOXiOHO BWMKOHATM YOTUPM TakKMX onepauii - Mo ABi Ha KokHOMy Ooui: 3 6GokKy BignpaBHMKa

obuMCneHHs Ha nonepeaHbOMy eTani BiKpMTOro Knova y=g?modp Ta 3Ha4YeHHs r:gk modp., 3

Goky opgepxysada - y'modp Ta rSmodp -

Bigomui cnoci® undpoBoro nignucyBaHHs, Wo 6a3yeTbCsA HA BUKOPUCTaHHI onepawii nigHeceHHs
0o cTeneHs Benuknx dmcen 3a mogynem [C.P. Schnorr. "Efficient Signature Generation for Smart
Cards". Advances CRYPTO '89 Proceedings, Springer-Verlag, 1990, pp. 239-252].

CyTb cnocoby nonsrae B TOMy, LIO BiH Ba3yeTbCa Ha TUX e OBYMCHEHHSIX, WO i PO3rMAHYTUI
nepea unm cnocié Enb-Mamans, i € ogHMM 3 BapiaHTiB LbOoro cnocooy.

Ha nonepegHbomy eTani LeHTp Aosipu abo BignpaBHUK BUbMpae i BigkpuTo nybnikye aBa npocTux

unicna p i q: q|p_1 Ta 4mcno g=1:g¢ El(mod p). MoTim BiH BMOMpae BMMaAKoOBE YMCIO a<q K

CEeKpeTHWIA KMioY Ta 0buncrioe y =g 3mod p - BIAKPUTMIA KMIOY, SKUIA NepefacTbCcs OAepXKyBauy.

lMicna yboro npoTokon LmMdpoBOro NiANUCYBaHHA peani3yeTbCs Takum YMHOM.
Ha eTani cpopmyBaHHa nignucy BianpasHUK BUOMpae BUNaakoBe YMCNO k < g Ta obuncnioe

X = gk mod p (Ui 064McneHHs MoXyTb ByTV BUKOHaHI i nonepeaHbo). [lani, 3 OTPMMaHOTo 3Ha4YeHHS x

Ta MoBIiOAOMMEHHS |, WO MiANUCYETbCS, BiH 3OINCHIOE XeLlyBaHHA 3a [JOMOMOrow yHKUiT h,
ODYMCNIOYM 3HAYEHHS = (k+a'r) mod q- lNoTim BignpaBHuK obumcnioe s=(k+a-r)modq i Hagcunae

MOBIAOMMNEHHSA M 3 Mianucom (r,s) ofepxyBsauy.

Ha etani nepesipku nignucy ogepxysay o6uncnioe x'=g® .y " mod p i NEPEBIPSE, YM BUKOHYETLCS
PIBHSAHHSA | = h(x',M)- Akuwo Tak, To NianMc NPUMMacETbCS, iHaKwWe - BigKnOaeTbCs.

CrivikicTb cnocoby 6a3yeTbCs Ha CKNagHOCTI BUPILLEHHS 3afadvi AUCKPETHOro NorapudmMyBaHHS.
O6uuncnoBanbHa cknagHiCTb cnocoby, sk i B nonepegHboMy crnocobi, B OCHOBHOMY BU3Ha4aETbCH
CKNagHIiCTIO BMKOHAHHA onepauin nigHeceHHs OO0 CTEeMeHs BEefMKOro 4mcria 3a Moayrnem, SKux Tak
CaMO0 HeOoOXigHO BUKOHYBATM YOTUPM - MO OBi Ha KOXXHOMY Bou.

Bigomnii crocib6 umcpoBoro nianMcyBaHHs, WO 6a3yeTbCs HAa BUKOPUCTaHHI MaTteMaTUYHOro
anapaTy pekypeHTHuUX nocnigosHocten (P. Smith, C. Skinner, A public-key cryptosystem and a digital
signature system based on the Lucas function analogue to discrete logarithms, in Advances in
Cryptology-Asiacrypt 1994, Lect. Notes in Comp. Sci. 917. Springer, Berlin, 1995, 357-364.)
(Hanbnwx4unn ananor).
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CyTb cnocoby (roro iHoai HasuBaTbe LUCELG DS) nonsrae y BUKOPUCTaHI PEKYPEHTHOT (PyHKUIT
JTioka i 3amiHi nigHeceHHA OO cTeneHs 3a moaynem, sk ue pobuTtbcs B cnocobi Enb-Mamans Ta rioro
BapiaHTax, Ha 0BYNCIIEHHS] eNEeMEHTY PeKYPEeHTHOI NOCNigoBHOCTI JTloka 3a Mogyrnem nNpocToro yvicna
p 3 NeBHWUM iHOEKCOM.

B cnocobi BMKOPUCTOBYKOTLCA PEKYPEHTHI MOCHigOBHOCTI {Tn}, WO OTPUMYKTLCS 3 MiHIMHOIO
PEKYPEHTHOrO CNiBBIAHOLIEHHS APYroro NOpsiAKy Takoro BUrnsgy

Th =P-Tn,1—Q-Tn,2: 1)

Ae P i O B3aeMHO NpocTi Yncna.
Cepen Habopy nocnigoBHOCTEWN {Tn}, IO MOPOAXKYHTbCA PEKYPEHTHMM ChiBBigHOLWEHHAM (1),

BUAINSATb NOCNiAOBHOCTI {cla” +c2[3”}, Ae c; i Cy - Oyab-SKi uncna, i3 3Ha4eHHAMM NOoYaTKOBUX

enemMeHTIB Tp=C1+Cyp TA Ty =Cqa+C5P -
Cnocib 0asyeTbcss Ha MaTemMaTuM4yHOMY anapaTi [ABOX KOHKPETHMX MpeACcTaBHUKIB L€l
MOCNiAOBHOCTI, AKi MO3Ha4alTbCs {Un} Ta {Vn} i BU3HA4YalTbCs TakUM YMHOM:

n n
U, = o =B ignosiaHo Ccp = 1 —Cyp;
oa—P oa—-p
noon o .
V, =a +p", BIANOBIAHO ¢y =1=c,-
Lle € nocnigoBHOCTI UinUX 4ncen, OCKIfbKM X NMOYaTKOBI €NeMEeHTU MPUMaloTb Taki 3HaYeHHS
Up=0,U =1 Vp=2,iV,=P.
Lli nocnigoBHOCTI 3anexaTtb TiMbk Bif UinuMx yucen p i Q, a dyHKuil, wo M BianosiaaTb,
Ha3nBaloTb yHKUisMK Jltoka P i Q. [Ho4I iX 3anucytoTb sk Un(PaQ) Ta Vn(PaQ)’ wob nigkpecnutn

iXHIO 3anexXHiCTb Big P i Q.
[na umx nocnigoBHOCTEN OTPUMAHO TaKi aHan TUYHI 3aNeXHOCTi:

Vik (P2) =V, (Vi (P2)1), 2)

2Viim = Vi Vi +DU Uy, = 2(a”*m +pMtm ) 3

Cnoci6 undpoBoro nignucyBaHHs 6asyeTbcs Ha gaHOMy MaTemMaTW4HOMY anapaTi i no cyTi €
ekBiBaneHTom cnocoby Enb-amansa. OcHoBy cnocoby cknagarTb aHaniTMYHi 3anexHocTi (2) i (3), wo
[03BONAOTL 0BUMCIOBATY €NEMEHTN U, (p, Q) Ta Vv, (p,Q) - NOCMIAOBHOCTEN PI3HUMM LLMAXaMU.

Ha nonepegHboMy eTani UMdpPOBOro MiANMCYBaHHA LEHTP AOBip abo BiANpaBHMK reHepye Ta
nybnikye npocTe 4nuCno p, BMKOPWUCTOBYKOYM Takuih reHeparop, Lo v(p+1)/t(X,1)¢ 2modp 4Ons
KOXHOrO t > 1 NOAiINeHoro Ha (p+1). MoTim BiH BUOMpae BUNaOKoBeE YMCIO x <p K CEKPETHUI KoY
Ta OTPUMYE BIAKPUTUIA KIOY Yy BUMMAAi ABOX 3HaYeHb y Ta y', WO OBYMCIIOIOTLCS 5K
y:Vx(x,1)nde Ta y':UX(k,l)rmdp, AKi nepegaloTbca odepxysady. [licns UbOro MpoToOKon
LMdpoBOro NignucyBaHHA peanisyeTbCs TakKuM YUHOM.

Ha etani dopMyBaHHA nignucy BianpaBHMK BMOMpae BUMNALKOBUM YMHOM CEKPETHE 4ucro k,
0 <k <p, ANst KOXHOrO MOBIAOMIIEHHS (abo 6roka noBigoMneHHs)) m i obuucnioe =Vk(x,1)nnd p

Ta r'=Ug(L)modp - MoTimM BiH obuncnioe s sk SEk_l(m—X~|’)n’Dd(p+l) i Hagcunae undpoBMii
nianuc y surnaai (m,r,r‘,s) ofdepxysayy.

Ha eTani nepeBipku nignucy opepxyBad, no aHanorii i3 cnocobom Enb-Famans, cnovatky
o6umncrioe niBy YacTuHy (|_|—|s) aK LHS =Vm(k,1)nnd p. MOTiM, Aello cknagHiwe Hix B Enb-Tamans,

o6unCnoe NpaBy YacTUHY (RHS) aK

RHS = {V; (y,)Vs (r2)+Dy" U, (y2)'Us (r,1)}/ 2 mod p »

ne D=3?-4modp-

AKWwo RHS=LHS, To4i YyeTBipka (m,r,r',s) BBaXXAETbCA CnpaBXxHim nignucom cnocoby LUCELG
DS, iHakLie - nignuc BiAKNOAETbCS.
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CrivikicTb cnocoby 6a3yeTbCsl Ha CKMagHOCTI 0BYMCMNEHHS iIHOEKCY PEKYPEHTHOI MOCMiAOBHOCTI 3
obuncneHoro enemeHTy Liei nocnigoBHocTI. Lia 3agava 3a 06uncnoBanbHOK CKNagHICTIO € aHanorom
3agavi ANCKpeTHOro norapudgmyBaHHs. ToMy Cnocib Mae CxXoxi XxapaKTepucTuku 3 TMMK cnocobamu
uuncbpoBoro MignMcyBaHHs, WO 6a3yloTbCa Ha AUCKPETHOMY norapudmyBaHHi. OgHak nepesaroto € Te,
IO CTIRKICTb cnocobiB LMGPOBOro nianMcyBaHHS Ha OCHOBiI PO3IMSAHYTOr0 MaTeMaTU4YHOro anaparty
PEKYPEHTHUX MOCMILOBHOCTEN HE 3anexuTb Big cnpob KpunToaHanidy, WO iCHYTb B 3agjadax
ANCKPETHOro norapnmMmysaHHS.

Heponikom Lboro cnocoby uUMpPoBOro NiANMCyBaHHS, SIKUA € HaWbnMXK4YMM aHanorom, € Te, WO
BiH Mae neBHi crnabKoCTi LIOAO CTIMKOCTI, 30Kpema po3rnsaHyTi dyHKuii Jlloka € BpasnvBumMu 00
eK3MCTeHUinHOI nigpobkn. Xo4ya npu LbOMY BBaXaeTbCHd, WO crnocobu, ki 6asyloTbCs Ha umX
dYHKUIAX, B LIiNOMY € BinbLU CTIKUMM, HiX Ti, WO 6a3yloTbCs Ha MaTeMaTUYHOMY anapaTi eninTU4HUX
KpmBux. OgHaK, OCHOBHUM HeOONIKOM LbOro cnocoby € Te, WO BiH Mae BenuKy ob4ucrioBanbHy
CKNagHICTb, OCKiNbKM MOTpebye 3HayHO OiNbLUOT KINbKOCTI O0BYMCNEHb €NneMEHTIB PEeKYPEeHTHUX
NnocrnigoBHOCTEN, HiXXK HaBITb aHanorK, Wwo 6a3ytTbes Ha onepadii nigHeCeHHsA [0 3a4aHOro CTeneHs.

3aranbHUM HeaoMiKoM po3rnsaHYTUX cnocobiB LM poBOro NignUCyBaHHS € Te, WO iCHYHTbL 3adadi,
ONA 9KUX BaXNMBUMM € LUBMOKE BUKOHAHHA came npoueaypu opMyBaHHA nignucy, TOMY CKNagHi
0BYMCNEHHS, O BUKOHYIOTBCA B npouenypi hopMyBaHHsS MigNMcy 3rigHO 3 iCHyluYMMKM cnocobamu
LMdpOoBOro NignMcyBaHHA CTBOPHOKOTL NiANUCAHTY NEBHI HE3PYYHOCTI, B 3B'A3KY 3 YAM aKTyanbHUM €
NMPUCKOPEHHS BWKOHAHHA npouenypu (opmyBaHHSA nignucy npu 3abe3neyeHHi JOCTaTHbOro pPiBHSA
KPUNTOCTINKOCTI.

B ocHoBY kopMCHOIT Mogeni nocTaBneHo 3agady CTBOPEHHS cnocoby LnpoBOoro NignMCyBaHHs Ha
OCHOBi MaTemaTuMyHOro anapaty OinblWl y3aranbHEHWX PEKYPEeHTHUX MOCNIQOBHOCTEN, HiX
posrnsaganuce paHiwe npy nobygosi cnocobiB Takoro TNy, KONv Anst OTPUMaHHA LMdpoBOro nianucy
y BUMA4I  €NeKTPOHHOro Kody BUKOPUCTOBYKOTBCA  ODYMCMEHHSA  E€MNEMEHTIB  PEKYPEHTHUX
nocrigoBHOCTEN 3 MEBHUM (HOEKCOM Ha OCHOBI y3aranbHEHUX PEKYPEHTHUX 3arnexHocTen 3
KoedilieHTamMn, WO MoB'A3aHi 3 NOYaTKOBUMWU e€nemMeHTaMn MNOChifOBHOCTEN, B SIKMX KOediLieHTH
PEKYPEHTHUX 3aneXHOCTEeN, NOYaTKOBI eNeMeHTU Ta eneMeHTU NOCNiJOBHOCTEN, LLO NOPOOXKYOTLCA
UUMKU  3aNEeXHOCTSIMU, MOXyTb OyTn Oyab-akumu uinumu 4dncnamym 6e3 [oOaTKoBMX YMOB Ta
obmexeHb. 3a paxyHOK LbOro OOCAraeTbCs MOXIMBICTb 3MEHLUEHHSA OOYMCIIOBanbHOI CKNagHOCTI
npouenypu dopMyBaHHs nignucy. Kpim Toro 3abe3neyyeTbcsi MOXNMBICTb 36inbLUEHHS CTIAKOCTI
NPonopLiHO NOPAAKY PEKYPEHTHUX NOCIiAOBHOCTEN, WO NexaTb B OCHOBI LUPOBOro NignucyBaHHS,
a TakoX CMpOLLEeHHS npoueaypy 3aBAaHHs napamMeTpiB.

lMocTaBneHa 3apjava BUPILLYETLCA TUM, WO BUMKOPWUCTAHHA B OCHOBI LMGPOBOro nignucyBaHHs
MaTeMaTM4yHOro anapaty Oinblu y3aranbHEeHWX PEKYPEeHTHUX MOCMIAOBHOCTEW, HDK y Hanbnmk4omy
aHanory, 403BONSE OTPMMaTU aHaniTUYHI 3anexHOCTi AN pisHOro poay obyucrieHb enemMeHTiB LnX
nocnigoBHOCTEN 3 BNAacTMBOCTAMW, sKi 3abe3neyyloTb Kpalli MOXMMBOCTI LWOAO CNPOLLEHHS
o64mcneHb LnpoBOoro NiANNCYBaHHS, WO, B NepLly Yepry, Moxe 6yTn BUKOPUCTaAHO ANSA CNpOLLEHHS
o64mcneHb npoueaypy hopMyBaHHS NignMcy npu po3pobui cnocody LMdpoBOro NignnucyBaHHS.

30kpeMa, nNPOMOHYETbCA 9K  MaTeMaTUYHU/A  anapaTt  PeKyYpeHTHUX  NocnigoBHOCTEN
BMKOPWCTOBYBATW anapaT PEeKYPEeHTHWX V/ -NOCIIAOBHOCTEN, siKi € y3ararbHEHUMU PEKYPEHTHUMM

NoCrnigOBHOCTAMM, NPWY OOYMCNEHHI €MNEMEHTIB SIKMX BUKOPWUCTOBYIOTBCSI PEKYPEHTHI 3amneXHOCTi 3
KoedilieHTamu, LWo NoB'd3aHi 3 NO4aTKOBMMU efleMeHTaMu NOCig0BHOCTEMN.

Vi -NMOCNiAOBHICTIO Ha3BeMO MNOCHiIAOBHICTb, fIKa CcKragaeTbcs 3 Vk+-FIOCJ'Ii,D,OBHOCTi Ta V-
NMOCNiAOBHOCTI.
Vﬁ -MOCNIAOBHICTIO HA3BEMO MOCHIAOBHICTb YMCEr, WO 004YNCITOTLCSA 3a OPMYIIOH

Vik =9kVn-1k +91Vn_kk (4)

ANA NOYATKOBNX 3HAYEHb v, =1, vy =0y AMA K=2; vox =Vvig =...= Vg 3k =0+ vk ok =1,
Vk-1k = Ok A9 k>2;A€ g1, gy - uinivumcna; n i k - uini gogaTHi.

O6uKncneHHa eneMeHTIB Uiei NocnigoBHOCTI ANA cnagHuUX n, NOYMHaOUYM 3 OESKOro 3HayYeHHs
n =1, 6yae 30ifcHIOBAaTUCL TakUM YNHOM

Vn+kk ~9k - Vn+k-1k
Vg = (5)
1



10

15

20

25

30

35

40

45

UA 84277 U

Vi -NOCIiAOBHICTIO HA3BEMO MOCNIAOBHICTb YnCer, LWo obumncntolTbes 3a dopmyrnoto (5) Ans n -
] -1 . -1
BI'EMHMX MPW MOYATKOBUX 3HAYEHHAX v 1, =0, v =01~ A8 k=2, v 3 =0, v =01

V_3k =V_4k = =V_kk = oAnd k>2.
Ana 6yab-akux Linux 4ogaTHUX n, m Ta k OTPMMAaHO TaKy aHaniTU4Hy 3anexHiCcTb

k-1
Vn+mk = Vm+(k-2),k *Vnk T91° sz+(k—2)—i,k “Vn-k+ik ? (6)
i=1

Ana 6yab-akux Uinux goaatHUX n i m, TakMX WO 1<m<n Ta 0yOb-9Koro Linoro goaaTtHoro k
OTPUMAHO TaKy 3arnexHicTb

k-1

Vimk = Voma(k-2)k “Vak F91° 2 Voma(k-2)-ik *Vn—k-+ik ’ (7)
i1

CyTb cnocoby unpPOoBOro nigNnUCYBaHHSA, WO MNPOMOHYETbCHA, 0Oa3yeTbCs Ha BUKOPUCTaHHI
BNacTmBocTi (6) Vi -NOCNIAOBHOCTI, sIka O03BOJISIE BUKOPUCTOBYBATU ii ANsi OOUNCNEHHS] €NeMeHTY

Vnimk® @ TaKoX Aans 0BYMCNEHHA enemeHTy Vonemk - Kpim Toro BnacTtueictb (6) [ossonse

peariaysaTi npoueaypy 0B4YMCeHHs enemeHTy v, . Tak caMo Ha OCHOBI BNacTUBOCTI (7) MOXHa
peariaysaTi npoueaypy obuucreHHs enemeHty v . Bce Le fae MOXIMBICTb CTBOPEHHS Takoro

cnocoby ungpoBOro NiaNMCYBaHHS.

CnovaTKy BignpaBHWK-NignMcaHT (abo UeHTp OOBipM) BUKOHYE MOMEpeaHio npoueaypy Bubopy
napameTpiB Ta 064YMCNeHHs kntodiB. [pyn UbOMY BiH BUNaAKOBUM YMHOM BUBMpPaE CEKPETHUIN KM g,
3a JOMOMOroK siKoro obumcnioe, a noTiM nepefae OAepXKyBauy-NnepeBipsANbHUKY BIOKPUTUA KoY

V7a+i,k ) | = - k,—l
Mpu chopmyBaHHiI LUMdpoOBOro nignNucy And MOBIJOMIEHHS || BigNpaBHUK-NIANMCAHT BubMpae
BMNaAKOBE YUCIO by, OBUMCTIIOE v | , BUSHAYAE 3HAYEHHS! x SIK X = v\ Ta ODYNCIIOE 3HAYEHHS 1 SIK

r= (h(M)-x)rmd p 3a [omnoMoroto BMOpaHOi (OyHKLUii XxelwyBaHHA R Big noeigomneHHs N . Oani BiH
BU3HA4Ya€e 3HA4YeHHA s SK s=p+a.r- [liCN9 UbOro OTPMMaHy MHOXMWHY LiAUX 4ucen {r;s} BiH
nepeTBOPIOE Y LMdpoBUIA Nignuc Burnagy DS = (0||r||0||s) i nepedae Moro pa3oM 3 NMoBiAOMIEHHSM M
ofepxyBauy.

Mpu nepesipui UMdPOBOro MiANMCY OAepXKyBay croyatky ob4uMcnioe V_artik’ i=—(k-1)0, Ha
OCHOBI BIOKPUTOro Kntova - efieMeHTIB V_atik ' i=—kk—2 Ta oTpumaHoro Big nmignucaHTa 3Ha4YeHHs!
r, @ NOTIM Ha OCHOBI ODYUCNEHUX LLOWHO eNEMEHTIB Ta OTPMMAHOro Bif MigNMCaHTa 3HAYEHHA s BiH
obuuncnioe eneMmeHTH Veiikr i=—1k—-2.

MMicns LbOro Ha OCHOBI YCiX 00YMCNEHMX NIANNCAHTOM €NEMEHTIB BiH OOYMCMIOE 3HAYEHHST X' SK

X'=V_ar4sk » BAKOPNCTOBYIOUM 3anexHicTb (6), a NoTiM 06YMCIIIOE 3HAYEHHSA ' SIK '= (h(M).x‘)rmd p

Ta nepeBipse, UM BUKOHYETbCA r =y'. FAKWO Tak, TO MigNMC NPUAMAETLCH, B iHLIOMY BUMNAAKy -
BigKnaaeTbCs.

He Baxko nepecsiguuTuCh, WO ANS Nignucy, 3areHepoBaHoro 3rigHo 3 UMM MeTOAOoM, nepesipka
r =r' 3aBxau Oyae BMKOHYBATUCH.

BaranbHa cxema cnocoly uMcpOBOro MiANMCYBaHHS Ha OCHOBI MaTeMaTW4yHOro anaparty
PEKYPEHTHUX NOCNIAOBHOCTEN, WO NPONOHYETbCH, Oyae Matun BUrmsA4, npegcraBneHni Ha dirypi 1.

Onepauia 3a mogyneM B cxemi LMdPOBOro MianMcyBaHHS BUKOPUCTOBYETLCS AONsl OOMEXEHHS
pPO3pALHOCTI YMCen nig Yac BUKOHAHHSA apudMETUYHNX onepauin.

OBGYMCNEHHST enemMeHTy Vi Mod p BigNpaBHMK MOXe BMKOHATW nonepedHbo, 3asganerigb o

6e3nocepeaHbOro hopmyBaHHS LIMGPOBOro NiANUCY 3 NOBIAOMMNEHHS M.
B 3anponoHoBaHOMY MeTOAi LMPOBOro NianMCcyBaHHA OCHOBHI 06YMCNEHHSA BUKOHYIOTLCS 3rigHO
3 3anexHicTto (6). O6UMCNEHHs eneMeHTy v\ 3riAHO 3 Li€l0 3aNeXHICTIO 3AiINCHIOETLCS HA OCHOBI

enemMeHTiB v, i\ i=—(k—1)0 Ta enemeHTiB Visik ' 1=—-1k-2.
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B pasi HeobXigHOCTi OTpMMaHHS MEBHOro MOCMiAOBHOrO Habopy enemeHTiB Vi -NOCNIgOBHOCTI Y

KiNbKOCTI, BiNbLWOI HIX Kk, AOCTaTHbO OTpMMaTh Oyab-AKi NOCMIAOBHI k 3 HUX, OCKIMbKW iHLi MOXYTb
Byt obuuncneHi srigHo 3 dpopmynamu (4) abo (5) Ha OCHOBI BXXe OTPUMaHKX.

Buxogaum 3 BuLleckazaHOro OTPUMAEMO TakMM NPOTOKON LM(PPOBOro MiANMCYBaAHHSA Ha OCHOBI
eJleMEeHTIB \ -MOCNiJOBHOCTI.

Kpok 1. 3agatn napameTp k.
Kpok 2. Bubpatu p .

Kpok 3. Bubpatu g,, g, -

Kpok 4. BignpasHuky nepeaatu napameTtpu Ogepxxysady.
Kpok 5. BignpaBHUKY BUOpaTK BUMNAAKOBE YUCIO g - CEKPETHUM KITHOY.

Kpok 6. BignpaBHuKy o06YMCNUTWU BIiOKPUTUA KMOY 3@ MOAynem P V_gsik: i=—-kk-2,
BMKOPUCTOBYHOUN arnirOpUTM NMPUCKOPEHOTO 0BUYNCIIEHHS E€MIEMEHTIB Vi Ans Bil'EMHWNX 3HAYEHb n .

Kpok 7. BignpaBHuKy nepegatu BiKpUTUA KoY V_asikod pi= —k,—1 Onepxysauy.

Kpok 8. OpepxyBady 0B4MCIINTY 38 MOAYNEM p v_, iy » i = 0,k — 2, 3a dopmynoto (4).

Kpok 9. BiognpaBHUKy BUOpaTu BUNaaKoOBE YMCHIO b .

Kpok 10. BignpaBHuKy obuncnuTn VpkMod p, BMKOPUCTOBYIOYM anropuTM NpUCKOPEHOro
0bYNCNEHHA eneMeHTIB Vpk AN AOAATHNX 3HAYEHD n .

Kpok 11. BianpaBHUKY BU3HaunUTN x SK x =vpxmod p -

Kpok 12. BignpaBHUKY OOYMCIINTU 3HAYEHHSI 1 SK =(h(M)~x)mod p 3a [onomororo B1BGpaHoi

GYHKLUIT XelWwyBaHHS R Big NOBIQOMIIEHHSA |\ Ta 3HAYEHHS X .
Kpok 13. BignpaBHWKY BU3HAYNTWN 3HAYEHHS s SIK s =h+a-r -
Kpok 14. BignpaBHUKY NepeTBOPUTM MHOXMHY LiNUX 4mcen {r;s} y undpoBun nignuc Burnsgy

DS = (0||r||0||s) i nepenaTu oro pasom 3 nosigomreHHam N Opepxysady.

Kpok 15. OpepxyBadvy oBYACIMTM 38 MOAYNEM p v_. . .ip: i=—(k—1)0, BUKOPUCTOBYKOUYU
anropuT™ NpUCKOPEHOro OGUUCIIEHHS eNEMEHTIB v_ -\

Kpok 16. OfnepxxyBavy o64YMcnnTu 3a MOAYNEM p ENeMeHTH Veiik i = 1k — 2, BUKOPUCTOBYHOUM
anroputM NPUCKOPEHOro 06YMCNEHHST eNeMeHTIB vk @NA AOAATHNX 3HAYEHD 1 .

Kpok 17. OgepkyBayy ob6umcnmtun x'= V_arssk Mod p 3rigHO 3 3anexHicTo (6).

Kpok 18. OgepxxyBady 06UYNCIUTY 3HAYEHHS ' K 1'= (h(M)-x')rmd p-

Kpok 19. OgepxyBayy nepeBipuTU, YN BUKOHYETLCS t =r', SKLO Tak, TO NiANWUC BBaXaTu BipHUM.

TexHiyHUM pesynbTaT: 3abe3nedyeHo MOXNUBICTb 36iMbLUEHHS CTIMKOCTI MPOMOPLIHO MOPSOKY
PEKYPEHTHUX NOCNIAOBHOCTEN, LLO NexaTtb B OCHOBI LIMOPOBOro MiAnnMcyBaHHS; CNpoLLEHO npoueaypy
3aBOaHHA napaMeTpiB; 3MEHLWeHO Mavbke BABiMi obuucnioBanbHy CKMNagHIiCTb  npoueaypu
dopMyBaHHs Nignucy i, SK Hacnigok, CyTTeBo 36inblUeHO LIBMAOKOAIK npouenypyu hopMyBaHHS
nignucy, WO [Aae MOXMMBICTb PO3LUMPEHHS ranysi BMKOPWUCTaHHSA Takux crnocobie LudpoBoro
NignucyBaHHS.

®OPMYIJIA KOPVUCHOI MOLENI

Cnoci® reHepyBaHHA Ta NepeBipsiHHA LUUPOBOro NIANUCY y BUMMSAI €NEeKTPOHHOIO KOAY Ha OCHOBI
PEKYPEHTHMX MOCMIJOBHOCTEN, LLO BKMNIOYAE Npouenypu reHepyBaHHS Ta MNepeBipsHHSA LugpoBoro
nignucy y BUrNagi enekTpoHHOro KoAy, CEKPETHUNM KoY Ta 06YMCNeHnn Ha Oro OCHOBI BigKpUTUNA
KNoY nignucaHTa, AKMA BiAPISHAETbCA TUM, WO ANS OTPUMaHHSA LMEPOBOro nianucy y BUrnsagi
€NEeKTPOHHOrO KoAy BMKOPUCTOBYIOTb OBYMCIEHHA €MneMEeHTIB PeKypeHTHMX MNOoCnidoBHOCTEN 3

3afjaHNM iHOEKCOM, a came PeKyPeHTHOI Vj -MOCIIiA0BHOCTI, sika CKradaeTbes 3 Vi -NocnigoBHOCTI Ta

V| -nocnigoBHOCTI, Vk+ -NOCNiAOBHICTb BU3HAYaETbCSA AK MOCHIAOBHICTb YMCEN, WO 004YMCIOTLCA 3a
PopmMynow:  vi i =0kVn_1k +91Vn_kk AN1A MNOYATKOBMX 3HAYeHb voy =1, Vi =0 ANS NOPSAAKY
nocnifgoBHocTi K=2; vog =Vvik =-. =Vi_3k =0, v_ok =1, vi_1x =0k Ans k>2; ne 91, O -

uini yucna; n i k - uini gogaTHi Yicna, Vi -NoCniAoBHICTb BU3HAYaETLCA SK NOCMIAOBHICTbL Yncen, Wwo
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_ Vnikk ~ 9k " Vn+k-1k

obuncniolTbca  3a  POPMYIO: v = n - BIiA'€EMHUX MPU MNOYATKOBUX
’ 01
3HaYeHHAX Vv_j, =0, v_py = git ana k=2; vk =0, voox = o, V_ 3Kk =V_gk =-.=V_gk =0
ANs K> 2, eneMeHTn Vj -NocnifoBHOCTI v mk AN OyAb-SKMX LiNMX N Ta M po3paxoBylOTbCH 3a
k-1 ) ]
POPMYIMOW:  Viimk =Vmi(k-2)k Yk +91° 2 Vmi(k-2)-ik Vn-ksik » Vk -NMOCNIAOBHOCTI Vi m k AN
i=1

Oyab-AKMX UiNMX N Ta m oB4YMCnioTECS 3a OOMOMOro Cnocoby MPUCKOPEHOro OBYMCNEHHS LnX
eremMeHTIB 3 BUKOPUCTaHHAM BiHapHOro cnocoby posknagaHHs iHOekcy m Ta popMynm o64YncreHHs
€NemMeHTIB vy, mk, NPV UbOMY reHepyBaHHA Ta MNepeBipsiHHA LMPOBOro Mignucy y Burnagi

€NIeKTPOHHOro Koay BiAOyBa€eTbCSA TaKMM YMHOM: CMoYaTKy BignpaBHUK-MignucaHT (abo LeHTp AoBipK)
BMKOHYE MonepeaHto Npoueaypy BUGopy napameTpiB Ta 06UMCIEHHS KMHOYiB Y BUMMSAI €NeKTPOHHMX
kodiB, AOns Uboro BiH BMOMpae napameTp p $K LUine [JodaTHE u4WCro, P>2, AKe MOTiM

BMKOPUCTOBYETLCH SK MOAYNb Nig 4ac obyncneHb enemeHTiB V| -MOCnigoBHOCTI, Aani  BiH
BMNagKOBUM YMHOM BMOUpPAE CEKPETHUM KMoY a, 1l<a<p, KU BiH BUKOPUCTOBYE Anst 06YMCIEeHHS
BIAKPUTOrO KntoYa v_g. ik mod p, i=—k—1, 3a [10MOMOrol0 CMOCOBy MPUCKOPEHOTO OBYMCIIEHHS
€nemMeHTiB v, 3 BUKOPWUCTaHHAM GiHapHoro cnocoby posknadaHHs iHaekcy n, i nepeaae

ofepXyBady-nepesipAnbHNKY 0BYMCNEeHNI BIOKPUTUIA KITHOY, MPU FreHepyBaHHI LMdpPOoBOro nignucy y
BUIMSAI €eNeKTPOHHOro Koay Ans nosigoMneHHs M BignpaBHMK-NigNMCcaHT BUOMpae BMNagKoBe YnNCHO
b, 1<b<p, obuncnioe enemeHt v, mod p 3a AOMOMOrol Crnocoby MPUCKOPEHOro 0BYMCNEHHS

€MNeMeHTIB v, BU3HAYaE 3HAYEHHS X K X = vy mod p Ta 06YMCnioe 3HaYeHHs I, NpeacTaBneHe
y BUMAAi eNeKTPOHHOro Koay, sk r = (h(M)-x)mod p 3a gonomoroto BnbpaHoi dyHKLii xewysaHHA h
y dianasoHi ynicen, Wwo obmexyrTbcs p —1, Bid NOBIigOMIIEHHss M Ta 3Ha4YeHHs X, Aani BiH BU3Ha4vae
3Ha4yeHHa S 9K s=Db-+a-r, nicrna 4oro OTPUMaHy MHOXWHY Uinux dmicen {r;s} BiH NMepeTBOpIE Y
UMPPOBMI  MIANUC $IK ENeKTPOHHWIA Kkop y surnagi DS = (O||r||0||s) i nepegae ioro pasom 3
nosigomMneHHaM M ogepxyBauy, nNpu nepesipui LMgpPoBOro NiANMCY y BUrNSAi eNeKTPoHHOro Koy

OAepXyBay croyaTtky Ob4MCMIIOE 3a MOAYyNeM P EenemMeHTU V_gr.ik, i=—(k—1)0, Ha oCHOBI
BIAKPUTOrO KIToYa - eNemMeHTiB v_5 i mod p, i=—kk—2 Ta oTpumaHoro Bif nianvcaHTa 3HaYeHHs

r 3a Aonomoroto CI'IOCO6y NPUCKOPEHOIo 004YMCNEHHS €NeMEHTIB Vnmk: @ NoTiM Ha OCHOBI

OTPVMAHOrO Bif MiANUCAHTa 3HAYeHHs1 S BiH OBYMCIIIOE 32 MOAYNEM P ENeMEHTU Vg iy, i=-1k-2,
3a [OMoOMOrol Ccrnocoby NPUCKOPEHOTo OBYMCNEHHSA €NEMEHTIB vy i, NICMsA UbOro Ha OCHOBI YCiX

obYMCreHMX NiANMCaHTOM €eneMeHTIB  BiH 0BYMCnioe 3HadYeHHs X AK  X'=v_g g Mod p,
BUKOPWCTOBYIOUM (POPMYNY OBYMCNEHHA ENIEMEHTIB Vi mk, & MOTIM OBYMCNIOE 3HAYEHHs 'y
BUMAAI €NeKTPOHHOro KoAdy SK r‘:(h(M)-x')rmd p Ta nepesipsie, YN BUKOHYETBLCA PIBHAHHA I =TI",

AKLO Tak, TO NiAnMc NPUMMAaETbCSA, B iIHLUOMY BUNAAKY - BiAKMOAETLCS.
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OBUHCIeHHN IHAYEHHE » L

Obguenenis x° AK
- l[l'!]“r”|l I}m“dﬂ x= Vo gerdn & mod P

l ObsmeneHns vy, mod p

II'!—l.nun!lcmm X AR X =y omodp |

nH'!EIu‘EHHH THABEHHA ¥ — i ;
ODuHCIenia 3nauening r
sz=hedgr , .
| ¥ = (h(M)-x")mod p

llepeTBOpHTH MECHHHY HHCEN b5 Af '
i8] na OHpoBIE N L
DS = (0[] e 10])s)

Meperipea r=¢",
AR TAK, T MANHC RIpHWE
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