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Koay 3 BAKOPUCTAHHAM PEKYPEHTHUX NOCNIAOBHOCTEN

(57) Pedpepar:

Cnoci6 dopmyBaHHA Ta nepeBipsiHHA LMEPOBOro NiANUCY Yy BUIMSAAI €NEeKTPOHHOIO KOAQY Ha OCHOBI
PEKYPEHTHUX MOCMIAOBHOCTEN, WO BKNOYae npouenypu opmyBaHHS Ta nepeBipsHHA LMdpOBOro
nignucy y BUINSAi €NeKTPOHHOro KOAY, CEKPEeTHUM KoY Ta ob4YucrneHnin Ha Moro OCHOBI BigKPUTUM
knwod  nignucaHta.  [llpy  UbOMY  BUKOPUCTOBYHOTb  OBYUCHIEHHS  €NEMEHTIB  PEKYPEHTHUX
nocnigoBHOCTEN 3 MEBHUM IHOEKCOM Ha OCHOBI Yy3aranbHEHUX pPEeKYPeHTHUX 3anexHocTten 3
KoediuieHTamn, WO MOB'A3aHi 3 NOYaTKOBUMMW enemMeHTaMu MNOChidOBHOCTEN, B SKUX KoedilieHTn
PEKYPEHTHUX 3aneXHOCTEN, NOYaTKOBI €NeMeHTU Ta eNeMeHTN NOCiAOBHOCTEN, WO NOPOLXKYHOTHCA
UMMMK  3aNeXHOCTSAMKU, MOXYTb OyTu Oydb-akMMu uinuMmu yucriamm 6e3 [JoOaTKoBMX YMOB Ta
obMexeHb.
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KopucHa Mopenb HanexuTb [0 TexHikM KpunTtorpadiyHoro 3axucty iHdopmauii i Moxe
BMKOPUCTOBYBATUCA B CUCTEMax 3axucTy iHdopmaLii, KOMM'IOTEPHUX Mepexax, OaHKIBCbKMX Ta
€NEKTPOHHMUX NMAaTDKHUX CcucTeMax, CUCTEMax CTifIbHUKOBOrO 3B'A3Ky Ta iHWWX iHdOopMauinHO-
obuncrnioBanbHUX | TENEKOMYHiKaLiiHMX cucTemax.

Bigomwnii crocib undpoBoro nignMcyBaHHs, Wo 6a3yeTbCst HA BUKOPUCTaHHI onepadii nigHeCeHHs!
0O cTeneHs Benuknx dncen 3a moaynem [T. ElIGamal, "A Public-Key Cryptosystem and a Signature
Scheme Based on Discrete Logarithms”, Advances in Cryptology: Proceedings of CRYPTO 84,
Springer Verlag, 1985, pp. 1-18.]

CyTtb cnocoby nonsrae B TOMy, LLO Ha nomnepeaHbOMy eTani LeHTp AoBipy abo BignpaBHUK
(mignucaHT) BNbupae i BigkpuTo Nybnikye NpocTe 4ncrno p Ta uine ymicno g, l<g<p- MoTim BiH

BUOMpae BMNagKkoBe 4YNUCIO a, 1<a<p—2, AK CEKPETHUN Koy Ta obuucnioe y=g?modp -
BIOKPUTUIA  KINtOY, SKUA MepefaeTbCs oAaepXyBady (nepeBipsanbHuUKy). [licns uboro npoToKon
LUMdPOBOro NignUCyBaHHA peani3yeTbCsl TaKUM YMHOM.

Ha etani dopmyBaHHSA nignucy nignucaHT BMOMpae BuNagkoBe 4UCIo  k, l<k<p-2 |

HOM (k,p—1) =1 Ta obuncnioe r:gk mod p (Ui oB4ncneHHa MoXyTb ByTU BMKOHaHI i nonepeaHbo).

MoTim BiH 004McnE = k_l(h(M)—a-r)rnod(p—l), e h - yHKUia xelwyBaHHS, i Hagcunae
MOBIAOMIIEHHS |\ 3 NIAMNMUCOM (r,s) OAEpPXyBady.

Ha etani nepesipkv nignucy nepesipsnbHUK CnoYaTky Nepesipsie Y O<r<p Ta O<s<p-1, I,
AKLLO Xo4a 6 ogHa ymMoBa He BMKOHYETbLCS, TO NIAMUC BiAKMAAETbCA. A NOTiM, AKWO obmnaBi Ui yMOBU
BUKOHYIOTbCS, MiANMC MPUAMAETbCA TOA4i | JiMwe  ToAi, KOMU  BUKOHYETbLCA  PIBHAHHSA
g"™ mod p=y'rSmod p -

CrivikicTb cnocoby 6a3yeTbCs Ha CKNaaHOCTI BUPILLEHHS 3a4adi AUCKPETHOro NorapudmyBaHHS.

OOuucntoBanbHa cknagHicTb crnocoby B OCHOBHOMY BW3HAYaeTbCA CKIMAOHICTIO BUKOHAHHS

onepauin nigHEeCeHHss OO CTEeMeHsl BEeNMKOro 4ucna 3a moaynem. Bcboro 3rigHo 3i cnocobom
HeoOXiOHO BMKOHATU YOTMPU TakMX onepauii - No ABa Ha KoXHOMYy 6Ooui: 3 GOKy BignpaBHMKa

obuMCneHHs Ha nonepeaHbOMY eTarni BiAKPUTOro Kniova y=g?modp Ta 3Ha4YeHHs r:gk modp., 3

Goky ogepxysaya - y" modp Ta rSmodp -

Bigomui cnoci® uudposoro nignucyBaHHs, Wo 6a3yeTbcA HA BUKOPWUCTaHHI onepadii NigHeceHHs
0o cTeneHs Benuknx vmcen 3a moaynem [C.P. Schnorr. "Efficient Signature Generation for Smart
Cards". Advances CRYPTO '89 Proceedings, Springer-Verlag, 1990, pp. 239-252].

CyTb cnocoby nonsrae B TOMy, WO BiH 6a3yeTbCA Ha TUX e 0BYMCMEHHSIX, WO i PO3rMAHYTUI
nepega unm cnocié Enb-Mfamans i € ogHum 3 BapiaHTiB Lboro cnocoby.

Ha nonepegHbomy eTani LeHTp Aosipu abo BignpaBHUK BUbMpae i BigkpuTo nybnikye aBa npocTux

unicna p i q: gq|p—1 Tauucno g=1:9% =1(mod p) - MoTim BiH BUGMpae BMNaAKOBE YMCIO a<q K

CEKpeTHWIA KMioY Ta 0buncrioe y =g 2mod p - BIAKPUTMIA KMIOY, SKUIA NepefacTbCcs OAepXKyBady.

lMicna yboro npoTokon LmMdpoBOro NiANUCYBaHHSA peani3yeTbCa Takum YNHOM.
Ha etani dopmysaHHa nignucy signpasHuk BuOUpae BunagkoBe 4WUCIO k < Ta obuncrioe

X = gk mod p (Ui 064McneHHa MoxXyTb ByTV BUKOHaHI i monepeaHbo). [lani, 3 0OTPMMaHOro 3HaueHHs x

Ta MOBIOOMIMEHHS |\, WO MiANUCYETbCS, BiH 3[INCHIOE XELlyBaHHSA 3a OOMOMOrow yHKUii h,
oBuMCTIIOOUN 3HAYEHHST r =h(x,M). [loTim BignpasHuK obuncroe s=(k+a-r)mod q | Haacunae

NoBIAOMIEHHs |V 3 MIANUCOM (r,s) odepXyBauy.

Ha etani nepesipku nignucy ogepxysay 064mcnioe x'=g® .y " mod p i NEPEBIPSE, YN BUKOHYETLCS
PIBHAHHA  =h(x',M) - AKWO Tak, To NiANUC NPUAMAETLCS, IHaKLLE - BIAKUAAETHCS.

CrivikicTb cnocoby 6a3yeTbCsl Ha CKNagHOCTI BUPILLEHHST 3afadvi QUCKPETHOrO rorapudMyBaHHS.
O6uuncnioBanbHa cknagHicTb cnocody, sk i B nonepegHboMy crnocobi, B OCHOBHOMY BW3HA4a€eTbCsl
CKNagHIiCTI0 BMKOHAHHA onepauin nigHeceHHs OO0 CTEMeHs BEefIMKOro 4mcra 3a Moayrnem, SKux Tak
camo HeoOXigHO BUKOHYBATU YOTUPMU - MO ABa Ha KOXXHOMY GoLli.

Bigomnii croci6 umcpoBoro nianMcyBaHHs, WO 6a3yeTbCs HAa BUKOPUCTaHHI MaTteMaTUYHOro
anaparta pekypeHTHux nocnigoBHocTen [P. Smith, C. Skinner, A public-key cryptosystem and a digital
signature system based on the Lucas function analogue to discrete logarithms, in Advances in
Cryptology-Asiacrypt 1994, Lect. Notes in Comp. Sci. 917. Springer, Berlin, 1995, 357-364]
(Hanbnwx4unn ananor).
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CyTb cnocoby (1oro iHoai HasmBawTb LUCELG DS) nonsrae y BUKOPUCTaHI peKYPEHTHOI dyHKLi
JTioka i 3amiHi nigHeceHHA OO cTeneHs 3a MOAYNeM, K ue pobuteca B cnocobi Enb-Mamans Ta roro
BapiaHTax, Ha 0OYMNCNEHHST eNleMeHTa PeKYPEHTHOI NocnigoBHOCTI Jlioka 3a mogynem nNpocToro ymicna
p 3 NeBHWUM iHOEKCOM.

B cnocobi BMKOPUCTOBYOTLCA PEKYPEHTHI MOCHIAOBHOCTI {Tn}, WO OTPUMYKTbCS 3 MiHIMHOIo
PEKYPEHTHOrO CNiBBIAHOLIEHHSA APYroro NopsiAKy Takoro BUrNsAay:

Th =P-Tn,1—Q-Tn,2: 1)

fe P i O B3aEMHO NpoCTi yncna.
Cepen Habopy nocnigoBHOCTEWN {Tn}, IO MOPOAXKYHTbCA PEKYPEHTHMM ChiBBigHOLWEHHAM (1),

BUAINATb NOCHIAOBHOCTI {cla” +Czl3n}' Re c; i Cy - Oyab-aKi uncna, i3 3HaYEeHHSIMW NOYaTKOBUX

enemMeHTIB Tp=C1+Cyp T@ Ty =Cqat+C5P -
Cnocib 0asyeTbCsl Ha MaTeMaTU4yHOMY anapaTi [ABOX KOHKPETHMX MpeACcTaBHUKIB L€l
NocnigoBHOCTI, SKi NO3HAYaTLCS {Un} Ta {Vn} i BU3HAYaOTLCH TakKUM YNHOM:

n n
U, e BIANOBIAHO ¢, _ 1 =—Cy;
a-p a-p
n n i i
V, =a" +B", BiANOBIAHO ¢; =1=c,-
Lle € nocnigoBHOCTI LinuX 4ncen, OCKIfbKM X NOYaTKOBI eNeMEeHTU MPUMaloTb Taki 3HaYeHHS
Lli nocnigoBHOCTI 3anexaTtb TinMbku Bif Winux vucen p i Q, a dyHKuil, wo M BianosiaaTb,
HasnBaloTb yHKUismuM Jlioka P i Q. IHoAi T 3anucyloTb sk U,(P,Q) Ta V,(P,Q). wob nigkpecnutn

iXHIO 3anexXHiCTb Big P i Q.
[na umx nocnigoBHOCTEN OTPUMAHO TaKi aHan TUYHI 3aNeXHOCTi:

Vink(PD) = Vi (Vk(PD D) )

2Vhim = Vi Viy + DU Uy, = 2™ M 4+ g+ My, (3)

Cnoci6 undpoBoro nignucyBaHHs 6asyeTbca Ha JaHOMy MaTemaTM4YHOMY anaparti i Mo CyTi €
ekBiBaneHTom cnocoby Enb-amansa. OcHoBy cnocoby cknagarTb aHaniTUYHi 3anexHocTi (2) i (3), wo
A03BONSAIOTH 0BuKCnOBaTH €neMeHTn V, (P,Q) Ta U, (P,Q) - NOCMIAOBHOCTEN PI3HUMMU LLNSXaMU.

Ha nonepegHboMy eTani LMdpOBOro nignMcyBaHHA LEHTp AoBip abo BianpaBHUK reHepye Ta
nybnikye npocte 4ucro p, BMKOPWUCTOBYKOYM Takul reHepatop, Lo Vip+1)/t(AD) #2mod p - AN
KOXHOTO t > 1 MNOAiNeHoro Ha (p +1) - MNotim BiH BMOMpaEe BUMNAAKOBE YUCNO x < p fK CEKPETHUI KIoM
Ta OTPUMYE BIOKPUTMA KITOY Yy BUMMAAi ABOX 3HaYeHb y Ta y', WO OBYMCIIOTLCS 5K
y=V,A)modp Ta y'=U,(AL)modp, ki nepepawTbes opepxysady. [licns uporo npoTokon
LMdpoBOro NignuUcyBaHHA peanizyeTbCs TakuM YUHOM.

Ha etani dopMyBaHHA nignucy BianpaBHMK BMOMpae BUMNALKOBUM YMHOM CEKpPETHE 4ucro k,
0 <k <p, AN KOXHOTO MOBIAOMIIEHHS (abo 6roka noBigoMNeHHsA) m i obuucnioe =V (ADHnmod p

Ta r'=U(A)mod p- MMoTim BiH obuncne s K SEk_l(m—X~r)rmd(p+1) i Hagcunae umdpoBui
nignvc y Burnsai (myr,r',s) OAEPXyBauy.

Ha eTani nepeBipku nignucy opepxyBad, no aHanorii i3 cnocobom Enb-Famans, cnoyatky
o64mcnoe NiBy YacTuHy (LHS) K LHS =V,,(,)mod p noTiM, Aewo cknagHiwe Hix B Enb-amans,

obuuncrioe npaBy YacTuHy (RHS) K

RHS = {V, (Y1) Vs (r) + Dy U, (y)r'Ug (r)}/ 2mod p »

ne D=2% - 4mod p-

AKWO RHS=LHS, To4i YeTBipKa (m, r,r',s) BBaXaeTbCA crnpaexHim nignucom cnocoby LUCELG
DS, iHakLie - nignuc BiAKNOAETbCS.
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CrivikicTb cnocoby 6a3yeTbCs Ha CKMagHOCTI 0BYUCNEHHS iHOEKCY PeKypeHTHOI NocnigoBHOCTI 3
obumncneHoro enemeHTa Uiel nocnigoBHOCTI. Lia 3agaya 3a o64McnoBanbHOK CKNAAaHICTIO € aHanorom
3agavi ANCKpeTHOro norapudgmyBaHHs. ToMy Cnocib Mae CxXoxi XxapaKTepucTuku 3 TMMK cnocobamu
uuncbpoBoro NignMcyBaHHs, Wo 6a3yloTbCa Ha AMCKPETHOMY forapudmyBaHHi. OgHak nepeBaroto € Te,
O CTiNKiCTb cnocobiB LMPOBOro nianMcyBaHHA Ha OCHOBI PO3rNSAHYTOrO MaTeMaTU4HOro anapaTta
PEKYPEHTHUX MOCMILOBHOCTEN HE 3anexuTb Big cnpob KpunToaHanidy, WO iCHYTb B 3agjadax
ANCKPETHOro norapnmMmysaHHS.

Heponikom Lboro cnocoby umdpoBOro NianMcyBaHHS, KA € HaWbNMXK4YMM aHarorom, € Te, Lo
BiH Mae neBHi crnabKoCTi LIOAO CTIMKOCTI, 30Kpema po3rnsaHyTi dyHKuii Jlloka € BpasnvBumMu 00
eK3MCTeHUinHOI nigpobkn. Xo4ya npu LbOMY BBaXaeTbCHd, WO crnocobu, ki 6asyloTbCs Ha umX
PYHKUIAX, B LINOMY € BinbLU CTINKMMU, HiX Ti, WO 6a3ytoTbCsa Ha MaTeMaTUYHOMY anaparti eninTUYHNX
KpmBux. OgHaK, OCHOBHUM HeOONIKOM LbOro cnocoby € Te, WO BiH Mae BenuKy ob4ucrioBanbHy
CKNagHICTb, OCKiNbKM MOTpebye 3HayHO OiNbLUOT KINbKOCTI O0BYMCNEHb €NneMEHTIB PEeKYPEeHTHUX
nocnigoBHOCTEM, HiXX HaBITb aHanoru, Wwo 6a3ylTecs Ha onepadii nigHeCeHHsA 40 3a4aHOro CTeneHs.

3aranbHUM HeaoMiKoM po3rnsaHYTUX cnocobiB LM poBOro NignUCyBaHHS € Te, WO iCHYHTbL 3adadi,
ONA FKUX BaXNMBMM € LUBUOKE BUKOHAHHA came npouenypu opMyBaHHA Nianucy, TOMY CKnagHi
00YMCNEHHS, IO BUKOHYIOTBCA B npoueaypi opMyBaHHS MigNMCY 3rigHO 3 iCHyH4MMKM cnocobamu
LMdpOoBOro NignMcyBaHHA CTBOPHOKOTL NiANUCAHTY NEBHI HE3PYYHOCTI, B 3B'A3KY 3 YAM aKTyanbHUM €
NPUCKOPEHHS BWKOHAHHA npoueaypu opmyBaHHSA nignucy npy 3abe3neyeHHi 4OCTaTHbOro PiBHS
KPUNTOCTINKOCTI.

B ocHoBY kopucCHOi Mmogeni nocTasneHo 3agavy CTBOPEHHS cnocoby LundpoBOoro NignMCyBaHHS Ha
OCHOBi MaTemMaTM4yHOro anapaTta O6inblW  y3aranbHEHWX PEKYPEeHTHUX MOCMIJOBHOCTEW,  HiX
posrnsganuce paHiwe npy nobyagosi cnocobiB Takoro Ty, KONW AN OTpMMaHHA LmdpoBoro nignucy
y BUMA4I  €NeKTPOHHOro Kody BUKOPUCTOBYIOTBCA ODYMCIIEHHSA  €MNEMEHTIB  PEKYPEHTHUX
nocrigoBHOCTEN 3 MEBHUM (HOEKCOM Ha OCHOBI y3aranbHEHUX PEKYPEHTHUX 3arnexHocTen 3
KoedilieHTamn, WO MnoB'A3aHi 3 NOYaTKOBUMU €neMeHTaMn MNOChi4OBHOCTEN, B SKMX KoedilieHTun
PEKYPEHTHUX 3aneXHOCTen, NoYaTKoBi eNeMeHTN Ta enleMeHTM NOCMiJOBHOCTEN, Lo NOPOaAXKYHTLCS
UUMKU  3aNEeXHOCTSIMU, MOXyTb OyTn Oyab-akumu uinumu 4dncnamym 6e3 [oOaTKoBMX YMOB Ta
obmexeHb. 3a paxyHOK LbOro LOCAraeTbCs MOXIIMBICTb 3MEHLUEHHS] 064YMCroBarnbHOI CKNagHoOCTI
npouenypu copmyBaHHsa nignucy. Kpim Toro, 3abe3neqyyeTbCsi MOXIMBICTb 30iMbLUEHHS CTIAKOCTI
NPonopLiHO NOPAAKY PEKYPEHTHUX NOCIiAOBHOCTEN, WO NexaTb B OCHOBI LUPOBOro NignucyBaHHS,
a TakoX CMpOLLEeHHS npoueaypuy 3agaHHsa napameTpis.

lMocTasneHa 3afjaya BUPILLYETLCA TUM, WO BUKOPUCTaAHHSA B OCHOBI LMAPOBOro MignucyBaHHS
MaTeMaTM4yHOro anapara 6inbl y3aranbHEHUX PEKYPEHTHMX MOCMIAOBHOCTEN, HIX Yy Hanbnmk4oMy
aHanory, 403BONSE OTPMMaTU aHaniTUYHI 3anexHOCTi AN pisHOro poay obyucrieHb enemMeHTiB LnX
nocnigoBHOCTEN 3 BNAacTMBOCTAMW, £Ki 3abe3nevyloTb Kpali MOXMIMBOCTI LWOAO CrpPOLLEHHS
obuncneHb umdpoBOro NiANMCYBaHHs, O, B NepLly Yyepry, Moxe OyTy BUKOPUCTAHO AMs1 CNPOLLEHHS
o64mcneHb npoueaypy hopMyBaHHS NignMcy npu po3pobui cnocody LMdpoBOro NignnucyBaHHS.

30kpeMa, NpPOMOHYETbCA K  MaTeMaTU4HUKA  anapat  PeKypeHTHWX  MNoCnigoBHOCTEN
BMKOPWCTOBYBATW anapaT PEKYPEeHTHWX \/j - MOCNiAOBHOCTEN, siki € y3ararbHEHUMU PEKYPEHTHUMM

NnocrnigoBHOCTAMMU, NPU OOYMCMEHHI €MEMEHTIB SKMX BUKOPUCTOBYIOTBCSI PEKYPEHTHI 3anexHOCTi 3
KoedilieHTamu, LWo noB'd3aHi 3 NO4aTKOBMMW efieMeHTaMu NOoCig0BHOCTEMN.

Vi - NOCNiAOBHICTIO HA3BEMO MOCIOOBHICTb, fKa CKlagaeTbes 3 VkJr - NocniaoBHOCTI Ta Vg -
NMOCNiAOBHOCTI.
Vﬁ - MOCNIZOBHICTIO HA3BEMO MOCIAOBHICTb YNCeN, WO 064YMcnoThesa 3a hopMynow

Vnk =9kVn-1k T 91Vn—kk (4)

Ond no4vaTkoBuMX 3Ha4YeHb Vok = 1, V1ik =0 ona k=2, Vok =Vik =--=Vk_3k =0, Vk—2,k =1,
Vk_1k =0k AN k>2;8€ g5, gy - uinivuncna; n i k - uini gogaTHi.

O6uKncneHHa eneMeHTIB Uiei NocnigoBHOCTI ANA cnagHuUX n, NOYMHaOUYM 3 OESKOro 3HayYeHHs
n =1, Oyae 34iNCHIOBATUCh TAKUM YMHOM

_ Vntkk 9k " Vn+k-1k
Vnk =

’ 01 : ()
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Vi - MOCMIAOBHICTIO HAa3BEMO MOCNIAOBHICTb YnCer, Lo obumcnioTbes 3a hopmMynoto (S) Ans n
- BIO'EMHNX NPU MOYATKOBUX 3HAYEHHAX Vo1 =0 vy = QIl AN k=2, v_3 =0, v_p = Qil’

V—S,k = V—4,k =..= V—k,k =0 Ana k>2.
Ana 6yab-akux Linux gogaTHUX n, m Ta k OTPMMAaHO TaKy aHaniTU4Hy 3anexHiCTb

k-1

Vn+mk = Vm+(k-2)k " Vnk T91° ZVer(ku)—i,k “Vn-k+ik (6)
i=1

Ana 6yab-akux Linux AoAaTHUX n | m, TAKUX, WO 1<m<n Ta byab-gaKoro uinoro gogatHoro g,
OTPUMAHO TaKy 3arnexHicTb

k-1

Viomk = Veme(k=2)k *Vnk T 01 2 Voma(k-2)—ik - V—k+ik ’ (7)
i1

CyTb cnocoby unpPOoBOro nigNnUCYBaHHSA, WO MNPOMOHYETbCHA, 0Oa3yeTbCs Ha BUKOPUCTaHHI
BNacTMBOCTi (6) Vg - NocCriaoOBHOCTI, sika 0O3BOJSISIE BUKOPUCTOBYBATM 1i ANsi 00UYUCIEHHS enemMeHTa

Vhimk® @ TaKoX Aans OBYMCMNEHHA enemeHTy Vonimk® Kpim Toro Bnactusictb (6) Aossonse

peariaysaTu npoueaypy obuucrieHHst enemMeHTa v - . Tak camo Ha OCHOBI BNacTUBOCTI (7) MOXHa
peariaysaTu npoueaypy obuucneHHs enemexta y_ . . Bce ue Jae MOXNMBICTb CTBOPEHHS Takoro

cnocoby ungpoBOro NiaNMCYBaHHS.

CnovaTKy BignpaBHWK-NignMcaHT (abo UeHTp OOBipM) BUKOHYE MOMEpeaHio npoueaypy Bubopy
napameTpiB Ta 064YMCneHHs kntodiB. [pyn UbOMY BiH BUNaAKOBMM YMHOM BMOUPAE CEKPETHUM KIIOY g,
3a JOMOMOroK siKoro obumcnioe, a noTiM nepefae OAepXKyBauy-NnepeBipsANbHUKY BIOKPUTUA KoY

Voatik: i =—kK-1.
Mpu chopmyBaHHiI LMdpoBOro nignucy Ans MOBiJOMIEHHS || BiANpaBHMK-NIgNUCAHT BUOMpae
BMNaAKOBE YUCIIO b, OBYMCIIIOE v | , BU3HAYAE 3HAYEHHS x K x = v, | T@ OBYUCIIOE XELU-3HAYEHHS

r 9K r =h(x,M) 3a JOMOMOro BUOPaHOT pyHKLIT XELLYBaHHS h Big MOBIOOMIEHHS [\ Ta 3HAYEHHS X .
[ani BiH BU3HAYa€e 3HAYEHHA s 9K s=p+a.r. [1icNA LbOro OTPMMaHy MHOXWUHY UinuUX Ynucen {r;s}
BiH nepeTBoptoe Yy uudpoBwi nignuc Burnsdy DS =(0f r|| O]|s) | nepeaae #oro pa3oMm 3
NoBIJOMITEHHAM |\ oOepXKyBauy.

Mpu nepesipui uudposBoro nignucy ogepXxysad crnoyatky obumcnioe V_arsik.i=—(k-12,0, Ha
OCHOBI BIAKPUTOTO KItoYa - ENeMeHTIB v_, i\, i=—kk —2,, Ta OTPUMaHOro Bif MiAnMcaHTa 3Ha4eHHsi
r, @ NOTIM Ha OCHOBI ODYUCNEHMX LLOWHO eNEMEHTIB Ta OTPMMAHOro Bif MigNMcaHTa 3HAYEeHHA s BiH
obuuncnioe eneMmeHTn Veiiki=—1k-2.

MMicns LbOro Ha OCHOBI yCiX 00YUCNEHMX NIANNCAHTOM €NEMEHTIB BiH OOYMCMIOE 3HAYEHHST ¥ SK

X'=V_grysk » BAKOPUCTOBYIOUM 3anexHicTb (6), a NoTiM 06YMCIIOE XeLW-3HaYeHHs ' AK r'=h(x',M) Ta

nepesipsie, YN BUKOHYETbCHA r —=y'. FAKWO Tak, TO NiANUC NPUAMAETLCHA, B IHLIOMY BUMNAAKy -
BigKnaaeTbCs.

He Baxko nepecsiguuTuCh, WO ANS Nignucy, 3areHepoBaHoro 3rigHo 3 UMM MeTOAOM, nepeBipka
r =r' 3aBxau O0yae BMKOHYBATUCH.

3aranbHa cxema crnocoby uMdpoBOro nNiANMCYBaHHS Ha OCHOBI MaTeMaTMYHOro anapara
PEKYPEHTHMX MOCMILOBHOCTEN, L0 NPOMNOHYETLCA, Oyae MaTu BUrMsi4 NPeACTaBlEHNN Ha KPECTEHHI.

Onepauia 3a mogyneM B cxemi LMdPOBOro MianMcyBaHHS BUKOPUCTOBYETLCS AONsl OOMEXEHHS
pPO3pALHOCTI YMCen Nig Yac BUKOHAHHSA apudMeTUYHNX onepaLin.

O6GunCneHHs1 enemeHTa Vi mod p BiANpaBHMK MOXEe BMKOHATW nonepeaHbo, 3aspjanerigb Ao

6e3nocepeaHbOro hopmyBaHHS LIMGPOBOro NiANUCY 3 NOBIAOMMNEHHS M.
B 3anponoHoBaHoOMYy MeTOAi LMPOBOro NianMcyBaHHS OCHOBHI 0BYUCIIEHHSA BUKOHYIOTLCS 3rigHO
3 3anexHicTto (6). ObuUMCneHHs eneMeHTa v .\ 3riAHO 3 L€l0 3aNeXHICTIO 3AINCHIOETLCS HA OCHOBI

eneMeHTiB Vnsik. 1=—(k=1),0 Ta eneMeHTiB Vmsiks 1=—Lk=2.
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B pasi HeobXigHOCTI OTPUMaHHA NEBHOrO NOCMIOBHOrO Habopy enemeHTIB \ -NOCNIAOBHOCTI Y

KiNbKOCTI BinNbLUOI, HIXX k, AOCTaTHbO OTpMMaTh Oyab-AKi NOCMIAOBHI k 3 HUX, OCKIMbKW iHLi MOXYTb
Byt obumncneni 3rigHo 3 popmynamm (4) abo (5) Ha OCHOBI BXXe OTPUMaHMX.

Buxogaum 3 BuLleckazaHOro OTPUMAEMO TakMM NPOTOKON LM(PPOBOro MiANMCYBaAHHSA Ha OCHOBI
eJleMEeHTIB Vi -MOCNiJOBHOCTI.

Kpok 1. 3agatn napameTp k.
Kpok 2. Bubpatu p .

Kpok 3. Bubpatu g,, gy -

Kpok 4. BignpasHuky nepeaatu napameTtpu Ogepxxysady.
Kpok 5. BignpaBHUKY BUOpaTK BUMNAAKOBE YUCIO g - CEKPETHUM KITHOY.

Kpok 6. BignpaBHuKy o064YMCnNTM BIiOKPUTMIA K04 33 MOAYNeM P V_agiik: i=-kk-2,
BMKOPUCTOBYHOUN arirOpUTM NMPUCKOPEHOTO 0BUYNCIIEHHS EeMIEMEHTIB Vi K Ans Bil'lEMHWNX 3HAYEHb n .

Kpok 7. BionpaBHUKY nepegatu BiKpUTUIA KITHOY V_asikmodp, i= —k,1, Onepxysauy.

Kpok 8. OnepxyBady 064MCIINTY 38 MOAYNEM p v_, i\ + i= 0,k — 2, 3a hopmyroto (4).

Kpok 9. BignpaBHuky Bnbpatu BUNagkoBe YMCHo | .

Kpok 10. BignpaBHuky o064McnnTu VpkMod p, BUKOPUCTOBYIKOHYM @nropuT™M  MPUCKOPEHOro
0bYNCNEHHA eneMeHTIB Vpk BN AOAATHNX 3HAYEHD n .

Kpok 11. BignpaBHWKY BU3HAYUTUN x K x = VpxMod p -

Kpok 12. BignpaBHuKy OBYMCAINTM XELU-3HAYEHHS r K r=h(x,M) 3a AOMNOMOrol BUOpaHOI

YHKUIT XeLyBaHHS [ Big NOBIOOMMEHHSA |\ Ta 3HAYEHHS x .
Kpok 13. BignpaBHUKY BU3HAYNTU 3HAYEHHSA s K s =b+a-r-
Kpok 14. BignpaBHuKYy NepeTBOPUTM MHOXWHY LINUX Ymcen {r;s} y uMdpoBUA Mignuc BUrnagy

DS =(0|r]| O s) i nepeaatu roro pasom 3 nosigomneHHsam N Onepxysauy.

i=—(k—1),0, BUKOPUCTOBYOUM

Kpok 15. Opepxysauy obumcnutu 3a Moaynem p V_oartik’
anropuT™ NpyUCKOPEHOro 06YNCIIEHHS eNEeMEeHTIB v_ . | -
Kpok 16. OnepxyBady ob4ncnnTh 3a MOAynemM p enemeHTu v .., i=-1k -2, BAKOPUCTOBYIOUM

anropuTM npUCKOPEHOro OBYUCTIEHHS ENEMEHTIB v | ANS AOAATHUX 3HAYEHb n .
Kpok 17. OgepxyBauy obuncnmtn x'= V_arisk modp 3rifHO 3 3anexHicTio (6).
Kpok 18. OpepxyBady 0B6UYMCNNTM XeLU-3HAYEHHS ' AK '=h(x',M) -

Kpok 19. OgepxxyBayy nepeBipuTH, Y BUKOHYETLCS =, SKLIO TakK, TO NigNUC BBaXaTW BipPHUM.

TexHiyHMM pesynbTaT: 3abe3nedeHO MOXNMBICTb 36inbLUEHHS CTIMKOCTI NPOMOPUIMHO MOPSAKY
pPeKypeHTHMX MOCNiAOBHOCTEN, LLIO NexaTb B OCHOBI LMGPOBOro NianucyBaHHS; CpoLLEeHo npoueaypy
3agaHHsa NnapameTpiB; 3MEHLLUEHO MaWxke BABIYI 064MCOBanbHyY CKNagHIiCTb npouenypun opMyBaHHS
nignucy i, sk Hacnigok, cyTTeBO 30inMblUeHO LIBWAKOAI npoueaypy hopMyBaHHSA Mignucy, Lo Aae
MOXXIMBICTb PO3LUMPEHHS ranysi BUKOPUCTaHHA Takmx cnocobiB LMgpoBOoro nignmMcyBaHHs.

®OPMYJA KOPUCHOI MOZESI

Cnoci6 chopmMyBaHHSA Ta nepeBipsHHA LMAPOBOro Miagnucy y BUIMSAA4i €NeKTPOHHOro Kody Ha OCHOBI
PEeKYPEHTHMX MOCNIAOBHOCTEN, IO BKMOYaE npoueaypn opMyBaHHS Ta MepeBipsHHSA LMgpoBoro
nignucy y BUrMsgi enekTpoHHOrO KOA4Y, CEKPEeTHUM KoY Ta oBYMCIEeHN Ha MOro OCHOBI BigKpUTUN
KNioY nianucaHTa, SKkMi BiApi3HAETbCA TUM, WO AN OTPUMaHHA UMEPOBOro nianucy y BuUrngagi
€ITeKTPOHHOIO KOAY BWKOPWUCTOBYIOTb OOYMCIEHHA E€NEMEHTIB PEeKypPEeHTHWX MOCNiAOBHOCTEN 3

3aaHunM iH4eKCcoM, a caMe PeKypeHTHOI V| -NocnifoBHOCTI, fika CKNaJaeTbes 3 VkJr -nocnigoBHOCTI Ta
V| -nocnigoBHOCTI, VkJr -NOCNiAOBHICTb BU3HAYaAETLCA K MNOCMIAOBHICTb YMCEN, Lo OB6YUCNIOTLESA 3a
POpMYynow vk =0k Vno1k +91Vnkk AIA MOYATKOBUX 3HAY€Hb voy =1, Vi =0z AN NOPSAAKY
nocnifgoBHoCTi K=2; vog =Vvik =-.=Vk_3k =0, vk_ok =1, vi_1x =0 ANA K>2; Oe 9, Ok -

uini ynena; n i k - uini gogaTHi yucna, Vi -nocnifoBHICTL BU3HAYaETLCA AK MOCNIAOBHICTL Yncen,
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Vnikk ~ 9k * Vnik-1k .
o ob4ymncnTbCca 3a cpopmynmo Vn,k = ana n-BigeMHUX Npun no4YaTKkoBUX

01
3HaYeHHAX v_j =0, v_py = gIl Aana k=2, v_1, =0, v_p = gIl, V 3k =V_gk=-.=V_gk =0

ANs K> 2, eneMeHTn V -NOCnifoBHOCTI Vi, m AN OyAb-SKMX LiNMX N Ta M po3paxoBylOTbCH 3a

k-1

OPMYMO Vi mk = Vm(k-2),k " Vnk +91° va%k,z),i’k “Vin_k+ik » €NeMeHT Vj -NnocnifoBHOCTI
i=1

Vamk 478 OyAb-skMx uinMx n Ta m 0BYMCMIOTLCS 32 A0MOMOroK Crnocody npuckopeHoro

OBYMCMNEHHS UMX €eNeMEeHTIB 3 BMKOpPUCTaHHAM OGiHapHoro cnoco®y posknagaHHs iHOekcy m  Ta
opmynu 0BUMCIIEHHSA E€NEMEHTIB Vi, m, NPYU LbOMY (POpMyBaHHS Ta NepeBipsiHHA LUdPOBOro

nianucy y BUrMsAi enNekTpoHHOro KoAy BigOyBa€eTbCsl TakMM YMHOM: CMoYaTKy BiAnpaBHUK-NIANMCAHT
(abo LeHTp poBipM) BMKOHYE nMonepeaHo npoueaypy Bubopy napameTpiB Ta OBYMCNEHHSA KNHOYIB Y
BUrMAAi eNeKTPOHHUX KoAiB, ANsi LbOro BiH BUGUpae napameTp p K Uine gogatHe uncno, p > 2, ke

noTiM BUKOPWUCTOBYETLCA SK MOAYIMb Nif 4Yac obuncneHb enemeHTiB V| -MOCNiAOBHOCTI, Aani BiH
BMNagKOBUM YMHOM BUBMpAE CEKpeTHWUM Koy a, l<a<p, 9K BiH BUKOPUCTOBYE AN 0B6YMCIEHHS
BIAKPUTOrO KMtoYa KoY v_g jmod p, i= —k—1, 32 OMOMOr0I0 CNOCOBY NMPUCKOPEHOTO OBUNCTIEHHS
eneMeHTiB v, 3 BMKOPWUCTaHHAM GiHapHoro cnocoby posknagaHHs iHaekcy n, i nepepae

ofepXyBady-nepesipAnbHUKY 0BYMCREHNA BIOKPUTUI KITHOY, NpU (DOpMyBaHHI LMGPOBOro nianucy y
BUIMSAI €NeKTPOHHOro Koay Ans nosigoMneHHs M BignpaBHMK-NiANMCaHT BUOMpae BMNagKoBe YNCHOo
b, 1<b<p, oBuMCnioE enemMeHT vy, Mod p 3a O0MOMOrol Ccrocoby MPUCKOPEHOro OBYUCTIEHHS

€MNemMeHTIB vy, BU3HAYaE 3HAYEHHA X HK X=vp,Modp Ta OOYMCMIOE XEeL-3HAYEHHS T,
npeactaBneHe y BUMMsAi enekTpoHHoro kogy, sk r=h(x,M) 3a pgonomorotw BubBpaHoOi yHKuii
XelwyBaHHS h y gianasoHi uncen, wo odbmexyoTbes p —1, Big NoBigoMneHHs M Ta 3HaveHHst X, gani
BiH BM3HA4a€e 3Ha4YeHHA S 9K S=Db+a-r, micna 4yoro OTPUMaHy MHOXWHY UiNMX Yucen {r;s} BiH
nepeTBOPIOE Y LUMMPOBUIA NIANUC K eneKkTpoHHun kod y Burnagi DS = (0| r|| O s) i nepenae wnoro
pasom 3 noBigomneHHAM M ofepxkysady, Nnpu nepesipLi unugpoBoro Nignucy y BUrnsaai enekTpoHHOoro
KoAy ofepxyBay crnoyaTky obuucriioe 3a MoAyneM P enemMeHTu v_g iy, i=—(k-1),0, Ha ocHoBI
BIAKPUTOrO KItoYa - eNemMeHTiB v_g jxmodp, i= —k—k—2 Ta OTPMMaHOro Bif nignucaHTa 3Ha4YeHHs
I 3a [JOMNOMOrol Crnocoby MPUCKOPEHOr0 OBYUCNEHHSI €NEMEHTIB Vi, a8 MOTIM Ha OCHOBI

OTPVMaHOrO Bif MiANUCaHTa 3Ha4YeHHs1 S BiH 0BYNCIIOE 32 MOAYNEM P eNeMEHTU Vg iy, i=—1Kk—-2
3a [OMoOMOrol Crnocoby MPUCKOPEHOTo OBYMCNEHHSI eIEMEHTIB vy |, MICMs LUbOr0 Ha OCHOBI YCiX

OBYMCMEHNX MIANUCAHTOM efIeMEHTIB  BiH OOYMCIIOE 3HAYEHH X AK X'=Vv_g,.gxModp,
BUKOPMCTOBYIOUM (DOPMYITYy OBYUUCIIEHHA ENEMEHTIB Vi, k, @ MOTIM OBYMCIIIOE Xell-3HaYeHHs 'y
BUrNS4i eNeKTpoHHOro koay sk r'=h(x',M) Ta nepesipsie, YN BUKOHYETLCS PIBHAHHA I =T, SKLLO TaK,

TO NIAMUC NPUUMAETLCH, B iHLLOMY BUMAaAKY - BiAKMOAETLCA.
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